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MOTIVATION: LIVE CUSTOMIZATION THE 'CIVIC' APPROACH
* Production VM = Hands-off entity » CIVIC: Cloning and Injection based VM Inspection
- restrictions during inspection and customization and Customization
* Analyze, tune and add new functionality * Live clone source VM, clone VM acts as proxy
- without fear of breaking production systems - Access to runtime state
- dependent on runtime state, lacking during - Intrusion / impact isolated inside clone sandbox
testing/staging
- ex. system monitoring, tuning config params to * Add customization functionality via code injection
live load, diagnosing perf problems - Guest saved from modification and cooperation

CIVIC's OPERATIONS
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5. Code Injection: Into clone's kernel to run app loader script
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6. App Loader Script: Setup clone, run desired app
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 Npnaen Lightweight clones with 30MB transfer size & 80MB RSS for
B monitoring a 4G VM. Ready in at most 6.5s.
USE #1: SAFE AGENT REUSE USE #2: FUNCTIONALITY HOTPLUGGING

Hotplug secondary functionality instead of baking it into the primary base service

CIVIC clone as a runtime monitoring proxy for the source
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Source spared from the side-effects of intrusive, heavyweight, and buggy agents

USE #3: AUTOTUNING-AS-A-SERVICE SUMMARY

CIVIC clones to perform faster, risk-free and on-the-fly webserver config autotuning . VM internal behavior reconfiguration at runtime
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» Safe inspection and customization via live state cloning
- Execution—customization decoupling
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- Intrusive / heavyweight / speculative ops
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* On-the-fly functionality introduction via code injection
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- No guest modification or enforced cooperation

Webserver capacity variations with apache+kernel tuning




